Introduction {#Sec1}
============

The RSA cryptosystem \[[@CR16]\] is one of the vital components in transferring data securely over the internet. This cryptosystem is comprised of three main algorithms. Namely, key generation algorithm, encryption algorithm and decryption algorithm. While the details of encryption and decryption algorithms can be viewed in \[[@CR16]\], for the key generation algorithm, one must generate two different primes *p* and *q* where $\documentclass[12pt]{minimal}
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                \begin{document}$$\phi (N)$$\end{document}$ is Euler's totient function. Then, the corresponding RSA private exponent, *d* is computed via the RSA key relation,$$\documentclass[12pt]{minimal}
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                \begin{document}$$(p,q,\phi (N),d)$$\end{document}$ are said to be the outputs of the algorithm. The security strength of RSA is embedded in the difficulty to factor its RSA modulus, $\documentclass[12pt]{minimal}
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                \begin{document}$$N=pq$$\end{document}$ since *p* and *q* are n--bit primes where *n* is typically set to be 1024. The problem to factor *N* in polynomial time is dubbed the integer factorization problem and the best algorithm to solve it still runs in sub-exponential time \[[@CR4]\]. However, previous attacks on RSA showed that a small size of *d* can compromise the security of RSA \[[@CR2], [@CR10], [@CR17]\]. This type of attack is known as small private exponent attacks and it manipulates the form of ([1](#Equ1){ref-type=""}) by using suitable approximation of $\documentclass[12pt]{minimal}
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                \begin{document}$$\begin{aligned} ex-uy=z \end{aligned}$$\end{document}$$for suitable integers *x*, *y*, *z* \[[@CR11]--[@CR13]\]. These attacks usually combine the continued fraction method and Coppersmith's method to formulate a new strategy in factoring *N*.

In this paper, we present two new attacks upon RSA. These new attacks do not depend on the RSA diophantine key equation as previous research did. To initiate the attack, first we define a parameter *u* that can be computed from the best known upper and lower bounds of $\documentclass[12pt]{minimal}
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                \begin{document}$$\phi (N)$$\end{document}$. However it should be noted that *u* can be an arbitrary value that is suitably larger than *N*. Using *u*, we show an attack upon RSA that works when there exist integers *X*, *Y* and *Z* verifying the equation $\documentclass[12pt]{minimal}
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                \begin{document}$$eX-uY=Z-\phi _b$$\end{document}$. Note that this equation is not derived from the RSA key equation.

The second attack generalizes the result from the first attack. We assume that the adversary is given *k* instances of weak RSA moduli $\documentclass[12pt]{minimal}
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                \begin{document}$$e_i$$\end{document}$. We show that if there exist an integer $\documentclass[12pt]{minimal}
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From these two attacks, we realized there are about $\documentclass[12pt]{minimal}
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                \begin{document}$$N^{\frac{1}{2}-\epsilon }$$\end{document}$ many pairs of (*N*, *e*) that are probable candidates of weak keys of RSA. This may expose some of the RSA users into using weak RSA public key pairs, (*N*, *e*).

The paper is organized as follows. In Sect. [2](#Sec2){ref-type="sec"}, a brief introduction to the continued fractions expansion via Legendre's Theorem, the lattice basis reduction and also simultaneous Diophantine approximation. Section [3](#Sec3){ref-type="sec"} and Sect. [4](#Sec5){ref-type="sec"} presents the first and second attacks, respectively. Section [5](#Sec6){ref-type="sec"} compares our findings against previous findings with respect to their conditions. Then, the conclusion of our work is presented in Sect. [6](#Sec7){ref-type="sec"}.

Preliminaries {#Sec2}
=============

We first show the theorem of continued fractions below:

Theorem 1 {#FPar1}
---------

**(Legendre's theorem).** Let *R* is a rational number. Let *x* and *y* are integers where $\documentclass[12pt]{minimal}
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                \begin{document}$$\frac{x}{y}$$\end{document}$ is a convergent of the continued fraction expansion of *R*.

Proof {#FPar2}
-----

See \[[@CR7]\].

To find the private keys of RSA using the weak RSA public keys (*N*, *e*), we use Coppersmith's method \[[@CR5]\] to find the integer roots of a univariate or bivariate polynomials modulo *N*. Particularly, given a large integer *N*, let$$\documentclass[12pt]{minimal}
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                \begin{document}$$x_0$$\end{document}$ with smaller values. Due to the smaller values, this method runs in polynomial time. Coppersmith also applied the method in \[[@CR6]\] to factor *N*, given certain approximation of *p* as shown in the next theorem.

Theorem 2 {#FPar3}
---------

**(Coppersmith's approximation of** *p***).** Let $\documentclass[12pt]{minimal}
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Proof {#FPar4}
-----

See \[[@CR6]\].

In the system of equations of *k* weak RSA moduli $\documentclass[12pt]{minimal}
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Theorem 3 {#FPar5}
---------
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Proof {#FPar6}
-----

See \[[@CR15]\].

The First Attack {#Sec3}
================

We first define a parameter *u* in the following definition.

Definition 1 {#FPar7}
------------
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The next remark shows how we can find the best current approximation values for $\documentclass[12pt]{minimal}
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Remark 1 {#FPar8}
--------
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It should be noted that *u* can be an arbitrary value that is suitably larger than *N*. However, in our case, we use $\documentclass[12pt]{minimal}
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Lemma 1 {#FPar9}
-------

Let $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$N = pq$$\end{document}$ be an RSA modulus with $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$q< p < 2q$$\end{document}$. Suppose we know an approximation *S* of $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$p + q$$\end{document}$ such that $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$S > 2N^{1/2}$$\end{document}$, $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\sqrt{S^2-4N}>p-q$$\end{document}$ and$$\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\begin{aligned} |p + q - S| <\frac{p-q}{p+q}N^{1/4}. \end{aligned}$$\end{document}$$Then $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\tilde{P} =\frac{1}{2}\left( S + \sqrt{S^2- 4N}\right) $$\end{document}$ where $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$|p-\tilde{P}|< N^{1/4}$$\end{document}$.

Proof {#FPar10}
-----

Suppose that $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$S > 2N^{1/2}$$\end{document}$ and let $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$D =\sqrt{S^2-4N}$$\end{document}$. We have$$\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\begin{aligned} | (p - q)^2 - D^2 | =| (p - q)^2 - S^2 + 4N|=| (p + q)^2 - S^2 |. \end{aligned}$$\end{document}$$Dividing by $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$p - q + D$$\end{document}$, we get$$\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\begin{aligned} |p - q - D| =\frac{(p + q + S)|p + q - S|}{p - q + D} \end{aligned}$$\end{document}$$Next, suppose $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$|p + q - S| <\frac{p-q}{p+q}N^{1/4}$$\end{document}$. Since $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\frac{p-q}{p+q}N^{1/4} < N^{1/4}$$\end{document}$, then$$\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
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Lemma 2 {#FPar11}
-------
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Proof {#FPar12}
-----
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                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\begin{aligned} \left| \left( \frac{e}{u}-\frac{N^{1/4}}{2u}\right) -\frac{Y}{X}\right|< & {} \left| \frac{\phi (N)-\phi _b}{uX}\right| \\< & {} \frac{1}{2X^2} \end{aligned}$$\end{document}$$which satisfies Theorem [1](#FPar1){ref-type="sec"}. This terminates the proof.

Theorem 4 {#FPar13}
---------
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Proof {#FPar14}
-----
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Remark 2 {#FPar15}
--------
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                \begin{document}$$1<X<\frac{u}{2(\phi (N)-\phi _b)}$$\end{document}$. Moreover, since the continued fractions process ends in polynomial time, candidates for *X* can be tested in polynomial time. Thus, we can guarantee the existence of the pair (*X*, *Y*) satisfying the conditions of Theorem [4](#FPar13){ref-type="sec"}.

Given (*N*, *e*) the following is an algorithm to initiate factoring $\documentclass[12pt]{minimal}
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Remark 3 {#FPar16}
--------

Due to the fact that the equation being manipulated given by $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$eX-uY=Z-\phi _b$$\end{document}$ does not represent the RSA key equation, we do not need an upper bound of the decryption exponent *d* for the attack to work properly. Indeed, there is no need to discuss the bound for *d*, since neither *d* nor its generalized parameter is in our equation. Upon factoring $\documentclass[12pt]{minimal}
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The following is an example to illustrate Algorithm 1.

Example 1 {#FPar17}
---------

We use RSA-129 modulus in this example. Specifically, we are given$$\documentclass[12pt]{minimal}
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Remark 4 {#FPar18}
--------

The RSA private exponent, *d* corresponding with (*N*, *e*) as given in Example [1](#FPar17){ref-type="sec"} such that $\documentclass[12pt]{minimal}
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Remark 5 {#FPar19}
--------

Observe that values of *X* and *Y* in Example [1](#FPar17){ref-type="sec"} satisfy conditions posed in Theorem [4](#FPar13){ref-type="sec"}.

Remark 6 {#FPar20}
--------
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In this section, we give an estimation of the numbers of *e* satisfying $\documentclass[12pt]{minimal}
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### Lemma 3 {#FPar21}
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### Proof {#FPar22}
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The following result give the estimation of the number of *e*'s for which the Theorem [4](#FPar13){ref-type="sec"} applies.

### Lemma 4 {#FPar23}
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### Proof {#FPar24}
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### Theorem 5 {#FPar25}
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The Second Attack {#Sec5}
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Comparative Analysis {#Sec6}
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From Table [1](#Tab1){ref-type="table"}, based on the references given, we can see that all earlier first 5 findings from Blömer and May \[[@CR3]\] till Ariffin *et al.* \[[@CR1]\] type of attacks zoomed into the RSA diophantine equation either in its original or generalized form. The first 5 findings had to dictate conditions upon the decryption exponent *d* or its corresponding generalized parameter.

In retrospect, our equation did not utilize the RSA diophantine equation either in its original or generalized form. As a result, our strategy enables us to factor $\documentclass[12pt]{minimal}
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Conclusion {#Sec7}
==========

We have formulated two new attacks on RSA using a method derived from past literature regarding attacks on the RSA key equation. In our method, we utilized an equation that does not represent the RSA key equation, which under our defined conditions can be utilized to factor *N* in polynomial time. The strategy uses a combination of continued fractions and Coppersmith's methods. Implicitly, the insertion of *u* into the equation will render a particular (*N*, *e*) to be a weak RSA public key pair. We also estimate the number of *e*'s that satisfying our theorem is at least $\documentclass[12pt]{minimal}
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                \begin{document}$$N^{\frac{1}{2}-\epsilon }$$\end{document}$. Finally, we have presented a case where given *k* weak RSA public key pairs, we can find the prime factors of each *N* simultaneously in polynomial time.
